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AGENDAAGENDA

Future mission requirements & Future mission requirements & 
assumptionsassumptions
NGSI servicesNGSI services
StandardizationStandardization
ImplementationImplementation
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Future Mission RequirementsFuture Mission Requirements

Autonomous Spacecraft

Networks

Large Data Sets

Internet Connectivity
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ChallengesChallenges

ConnectivityConnectivity
Point of attachment between orbiting sensor Point of attachment between orbiting sensor 
net and the Internet changesnet and the Internet changes

SecuritySecurity
Your spacecraft is at 66.170.238.241?  I Your spacecraft is at 66.170.238.241?  I 
always wanted my own spacecraft…always wanted my own spacecraft…

EfficiencyEfficiency
Large data sets require efficiency, especially Large data sets require efficiency, especially 
across the spaceacross the space--toto--ground linkground link
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ApproachApproach

Standardized protocols / extensions Standardized protocols / extensions 
allowing multiple vendor implementations: allowing multiple vendor implementations: 

Security gatewaysSecurity gateways
Advanced IP MobilityAdvanced IP Mobility
Resource ReservationResource Reservation

ProofProof--ofof--concept implementationconcept implementation



NGSI Protocol ExtensionsNGSI Protocol Extensions

SCPSSCPS--NPNP

LinkLink

SCPSSCPS--SPSP

Other AppsOther Apps

IPSecIPSec

UDPUDPTCPTCP

SC
PS

SC
PS

-- F
PFP

TCP
Options

TCPTCP
OptionsOptions

FTPFTPFTP
Features

FTPFTP
FeaturesFeatures

Bandwidth ManagementBandwidth Management

MobileIPMobileIP
HA/FA: encapsulationHA/FA: encapsulation
and and decapsulationdecapsulation

Signaling Signaling 
between between 
Security Security 
GatewaysGateways

Signaling Signaling 
between between 
Home/Foreign Home/Foreign 
AgentsAgents

EndEnd--toto--End End 
Signaling Signaling 
----
Per Router Per Router 
ActionsActions

IPIP

Support for Requirements Signaling

Key Mgmt.Key Mgmt. MobileIPMobileIP BW Mgmt.BW Mgmt.
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NGSI ArchitectureNGSI Architecture

Control Center

PI
Security
Gateway

MobileIP
Home
Agent

MobileIP
Mobile
Node

IP-in-UDP Tunnel

F

Ground StationSatellite

MobileIP
Foreign
Agent

IPSEC

Security
Gateway

CCSDS
Link

Endpoint

User

SCPS-SP
F

SCPS-SP

Intserv (RSVP) prevents congestion-based loss
MobileIP allows Internet-based users to contact spacecraft
Security gateways translate between IPSEC and SCPS-SP

IP over CCSDS Link Layer
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IK
E w

/IP
SEC

Security Gateway Security Gateway

End User (principal investigator)

SCPS-SP
w/IKE

w/3DES

Web Server

IKE Daemon IKE Daemon

0a000001 0a000002 12345678ABCDEFGHabcdefgh 8 2 1234567890 16 0 0 0 F
0z000002 0a000001 12345678ABCDEFGHabcdefgh 8 2 1234567890 16 0 0 0 F

SCPS-SP Security Association Database Table

Negotiates & re-writes
keys in Security 

Association Database
IKE 

Daemon

TCP/IP
SCPSSCPS--SP has lower overhead than IPSECSP has lower overhead than IPSEC
Trusted gateways allow logging, monitoring, policing, Trusted gateways allow logging, monitoring, policing, PEPsPEPs
Standardized IKE options for efficient key exchangeStandardized IKE options for efficient key exchange

IPSEC / SCPSIPSEC / SCPS--SP Security SP Security 
GatewaysGateways



Protocol Overhead Data DeliveryTunnel Connection

Standard MobileIP (No NGSI Standard MobileIP (No NGSI 
Extensions)Extensions)



Schedule Alert
at Ground Station 

Sends Registration 
Request to Home Agent

Registration & Tunnel in place
for connection establishment

Protocol Overhead Data DeliveryTunnel Connection

Standardized MobileIP Standardized MobileIP 
extensions for scheduled extensions for scheduled 
operationsoperations

Mobile router uses IPMobile router uses IP--inin--IP IP 
tunnel and MobileIP signaling tunnel and MobileIP signaling 
across the space linkacross the space link

MobileIP with NGSI ExtensionsMobileIP with NGSI Extensions
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Mobile RouterMobile Router
Really designed for Really designed for 
‘one‘one--hop’ mobilehop’ mobile

Each mobile router Each mobile router 
supports a supports a fixedfixed
mobile subnetmobile subnet

Carries IP tunnel Carries IP tunnel 
across the mobile across the mobile 
channelchannel
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FeatureFeature

Mobile Mobile –– FA SignalingFA Signaling
(Across the space(Across the space--toto--ground link)ground link)

PerPer--packet overheadpacket overhead

Operation in multiOperation in multi--hop hop 
constellation environmentconstellation environment

Cisco Mobile RouterCisco Mobile Router

Yes Yes –– Router Solicitation Router Solicitation 
/ Advertisement / Mobile / Advertisement / Mobile 
RegistrationRegistration

IPIP--inin--IP encapsulation IP encapsulation 
(20 bytes)(20 bytes)

Difficult for dynamic and Difficult for dynamic and 
multimulti--hop constellationshop constellations

NGSINGSI

No No –– MobileIP tunnel MobileIP tunnel 
configured ahead of timeconfigured ahead of time

NoneNone

YesYes

NGSI and Cisco Mobile Router NGSI and Cisco Mobile Router 
ApproachesApproaches
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Protects data from congestionProtects data from congestion--based loss, provides some based loss, provides some 
class of service (class of service (CoSCoS))
Applications signal data requirements to the networkApplications signal data requirements to the network
Network responds (yes/no)Network responds (yes/no)

If yes, network provisions the path If yes, network provisions the path prevents congestion lossprevents congestion loss

Standardized RSVP extensions for protocol translating Standardized RSVP extensions for protocol translating 
gatewaysgateways

RSVPRSVP



1414
ESTC 2003ESTC 2003
6/30/20036/30/2003

DRAFT

MISSION
DEPLOYMENT

WHITE
BOOK:

PROPOSED
STANDARD

RED
BOOK:
DRAFT

STANDARD

BLUE
BOOK:

STANDARD

EXPERIMENTAL
DEPLOYMENT

ORANGE
BOOK:

EXPERIMENTAL

Document Tracks

Hard Mission
Requirement

Hard Mission
Requirement

Prospective
Requirement

NGSI

Few missions Few missions 
currently requesting IP currently requesting IP 
servicesservices

Standardizing NGSI Standardizing NGSI 
services in CCSDS services in CCSDS 
‘experimental’ track‘experimental’ track

Feedback from space Feedback from space 
agencies and agencies and 
interested partiesinterested parties
Can be quickly Can be quickly 
converted to standards converted to standards 
track when appropriatetrack when appropriate

StandardizationStandardization
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Prototype ImplementationPrototype Implementation

MITRE     

SPARTA

JPL

GST

Control Center

PI
Security
Gateway

MobileIP
Home
Agent

MobileIP
Mobile
Node

IP-in-UDP Tunnel

F

Ground StationSatellite

MobileIP
Foreign
Agent

IPSEC

Security
Gateway

CCSDS
Link

Endpoint
CCSDS Link LayerVTUN

User

SCPS-SP
F

SCPS-SP
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StandardsStandards--Based Approach to IP in Based Approach to IP in 
SpaceSpace

Runs over Runs over any link layer(s) that support IPany link layer(s) that support IP; ; 
tested with CCSDS telemetry / tested with CCSDS telemetry / telecommandtelecommand
Open international Open international standardsstandards::

Can be implemented by any vendorCan be implemented by any vendor
Allow international crossAllow international cross--support for missionssupport for missions

SCPS + NGSI  SCPS + NGSI  Maximize Data ReturnMaximize Data Return
HighHigh--efficiency network, security, and transportefficiency network, security, and transport

EndEnd--toto--end or via gatewaysend or via gateways

LowLow--overhead mobility support for spacecraftoverhead mobility support for spacecraft
Resource reservation to prevent congestion lossResource reservation to prevent congestion loss
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QuestionsQuestions


